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Juliet: What's in a name?
that which we call a rose
By any other name would

smell as sweet i
\7‘ - Act I, Scene 2 q




T"YUn/X VIR

A Trinity
nIX'71IWYJ NiDOYYNI] NNUAN

s Embedded system security much more
dangerous & costly than traditional software
vulnerabilities
O Experts say embedded device manufacturers too

often lack maturity when it comes to designing
secure embedded systems

% Security as a New Dimension in Embedded
System Design

\_, R p

A Trinity

Embedded Systems

¢ Increasingly used in critical sectors
0 Defense, medical, power, comm, ...

¢ Malicious and accidental failures can have
dire consequences

** Embedded systems are not “all hardware’
0 They have software too ©

'’

s Autonomous nature

\_, R p
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Interconnected Network
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» Embedded system are a complex network of
components

s Components might be hardware or software

¢ Source code might be available for some
components

’0

% COTS components (only binary available)
+¢ Failure can create cascading events

2 Trinity
Embedded Systems Are ...

** Varied

0 Low end: cellphones, sensors, smartcards
0 Mid range: routers, home appliances

0 High end: telecom, mil\aero, meditech

% Interactive with physical world

%+ Pervasive in our daily life

%+ Essential for national critical infrastructure
%* Migrating

0 From proprietary solutions to open standard

\OFIOm standalone systems to networked environments
J \R é
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Embedded Systems Challenges

e Security solutions developed in the context of desktop-based
operating systems and networks
0 Mostly insufficient to secure embedded systems

+» Designing secure embedded systems faces unique challenges

0 Embedded system design is a systems-software co-design problem

* needs to meet cross-cutting requirements in terms of performance and physical
constraints

0 More issues than what are addressed for desktop computing
* Resource constraint
* Development model and environment
* Update model

A Trinity

Seftware & Beyon.

Control System Security

¢ The prevention of intentional or
unintentional interference with the proper
operation of industrial automation and
control systems

¢ These control systems manage essential
services including electricity, petroleum
production, water, transportation,
manufacturing, and communications
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“Hacking Medical Devices for Fun & Insulin”

O In October 2011, Jack succeeded in overriding an insulin pump's radio
control and its vibrating alert safety feature, demonstrating the
dumping of a potentially lethal dose of insulin without the pump
alerting a wearer

“Implantable Medical Devices: Hacking Humans”
“How to kill a man at 30 feet by hacking his pacemaker”

“60 Minutes” interview - doctors disabled wireless in Dick
Cheney's pacemaker to thwart hacking
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** Fraud
O Revenue loss
* VolP

» As attack on Critical National Infrastructure

*

L)

L)

*

D)
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A Trinity
2570 11VZ0A NNLANX

X4

L)

Take over the steering, acceleration, breaks
and other important functions

R/
0‘0

Drive-by Hacking via WiFi
Hacking Cars with MP3 Files
XM Radio

In the near future
0 OSin cars — Android !

R/
0‘0

X3
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¢ Iran has hacked US oil, gas and power companies

0 According to the WSJ the hackers were able to gain access to control-
system software "that could allow them to manipulate oil or gas
pipelines”

¢ Chinese Hackers Blamed for Intrusion at Energy

Industry Giant Telvent

0 A company whose software and services are used to remotely
administer and monitor large sections of the energy industry

MW7 nwnn nNan e
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+* As attack on Critical National Infrastructure
«* Hacktivists
% APTs
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Similar to automotive?

R/
0‘0

Researcher hacks aircraft
controls with Android
smartphone

%* Iran — capturing the
monster from Kandahar

*¢* Natural evolution of ECM

DS Drozlgﬂmkevdl
'Wlth GPS Spoof1;g
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Terms — Hacking Related

*» Hacker
0 (Originally) A person who enjoys exploring the details of computers
and how to stretch their capabilities
0 Cracker - One who breaks security on a computerized system
0 Black-Hat \ White-Hat
O Script-Kiddies
+» Hacktivism \ Anonymous \ LulzSec
0 Aloosely affiliated collective of "hacktivists"

0 Ideologically motivated cyber attacks
* motivated by perceived violations of social, political or environmental norms
* Against corporate and governmental targets
¢ Web site disruptions and defacements

¢ Theft and release of sensitive documents & personal information

A Trinity

wese ¥ Begond

Terms — Failures

X/

% Back Door

0 A hole in the security of a computer system deliberately left in place
by designers or maintainers

X/

% Bug
0 An unwanted and unintended property of a program or piece of
hardware, especially one that causes it to malfunction

X/

< Buffer Overflow

X/

< Vulnerability

0 A weakness that attackers or their malicious programs may be able to
exploit
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Terms — Offensive

Attack
0 An attempt to bypass security controls on a computer. The attack
may alter, release, or deny data
Denial of Service (DoS)
o0 DDoS
Exploit
0 Code that is designed to take advantage of a vulnerability
Fuzzing
PN 91X NI NIYTIN DNY7w 0
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From Vulnerability to Exploit

\ t, te ty t t t, t,
= 0-Day Attack Follow-On Attack
x Window of Exposure
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Terms — APT

Advanced Persistent Threat

«» Usually refers to a group, such as a government, with both the
capability and the intent to persistently and effectively target a
specific entity.

«»  Commonly used to refer to cyber threats, in particular that of

Internet-enabled espionage using a variety of intelligence

gathering techniques

** Recognized attack vectors include infected media, supply chain
compromise, and social engineering

+ Individuals, are not usually referred to as an APT as they rarely
have the resources to be both advanced and persistent even if
they are intent on gaining access to, or attacking, a specific target

ATrinit
BN Seftwerc ¥ Boyond
Terms — APT  more..
+» Advanced — operators have a full spectrum of intelligence-gathering

techniques at their disposal. Often combine multiple targeting methods, tools,
and techniques in order to reach and compromise their target and maintain
access to it

% Persistent — operators give priority to a specific task, rather than
opportunistically seeking information. The targeting is conducted through
continuous monitoring and interaction in order to achieve the defined
objectives. One of the operator's goals is to maintain long-term access to the
target, in contrast to threats who only need access to execute a specific task

¢ Threat — APTs are a threat because they have both capability and intent. APT
attacks are executed by coordinated human actions, rather than by mindless and
automated pieces of code. The operators have a specific objective and are
skilled, motivated, organized and well funded

——
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Terms — Defensive

< Audit
+* Perimeter Based Security
0 Firewall

O IDS\IPS

% Application Level Security

+* Application Signing (or ‘code signing’)
O Needs an application loader —itself a target
0 In-memory attacks

X/

% Application Wrapping (aka Application Packing)
0 Needs unpacking at run-time
0 No protection of the application

A Trinity

oftware ¥ Beyond

Terms — Confusing & Orphan

% Jail-Break
O i0S jailbreaking is the process of removing limitations on iOS, on

devices running it, through the use of software and hardware
exploits; Jailbreaking is a form of privilege escalation

+* Rootkit
% Anti-Virus

0 Signatures only

X3

%

Digital Signature

X3

%

PCI (Compliance)

%

Penetration Testing
0 The portion of security testing in which the evaluators attempt to

\Cirimvent the security features of a system
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Terms — Internet of Things (loT)

Cyber / Cyberspace

Internet of Things (loT)
0 Refers to uniquely identifiable objects

and their virtual representations in an
Internet-like structure
All is equal under heaven
°

0 Tianxia
A phrase in the Chinese language and
an ancient Chinese cultural concept T
that denoted either the entire
geographical world or the metaphysical /\

realm of mortals /
"
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Technology Reach

TECHNOLOGY ROADMAP: THE INTERNET OF THINGS

Software agents and
advanced sensor
fusion

Miniaturization, power-
efficient electronics, and
available spectrum

Teleoperation and
telepresence: Ability to
monitor and control
distant objects

Ability of devices located
indoors to receive
geolocation signals

Physical-World
Web

Locating people and
everyday objects

Cost reduction leading Ubiquitous Positioning

to diffusion into 2nd
wave of applications

Surveillance, security,
healthcare, transport,
food safety, document
management

Demand for expedited
logistics

Vertical-Market Applications

RFID tags for
facilitating routing,
inventorying, and loss

prevention Supply-Chain Helpers

2000 2010 2020 Time

Source: SRI Consulting Business Intelligence
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Terms — Attacks

Phishing

0 Asocial engineering technique where cyber attackers attempt to fool
you into taking an action in response to an email

0 Spear-Phishing

0 Whaling Distribution of Attack Techniques

POS RAM-Scraper ——

6,0% sau
Unks
IP Theft R Defocement
= Targeted Attack
2 4

Re-Packaging # Directory Traversal/¥ss

Man-In-The-Middle
= Unknown Vulnerability
Wardpress Vulnerability

® Unknown Mahvare
# 5QLi /DNS Poisoning
Attack Surface
Pivoting

7
*
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Terms — Malware

Virus

0 Atype of malware that spreads by infecting other files, rather than existing in
a standalone manner.

0 Usually spread through human interaction
Worm

0 Can propagate automatically, typically without requiring any human
interaction

Trojan

0 "Trojan Horse” - this type of malware appears to have a legitimate or at least
benign use, but masks a hidden sinister function

Spyware

0 Designed to spy on the victim's activities, capturing sensitive data
Ransomware

Cyber Weapon
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Terms — Industrial Networks

SCADA (Supervisory Control And Data Acquisition)

0 A process control application or system that collects data from sensors and machines
locally or in remote locations and sends them to a central computer for management
and control

Modbus is a serial communications protocol

0 Originally published in 1979

0 For use with programmable logic controllers (PLCs).

0 Simple and robust, it has since become a de-facto standard communication protocol,
and it is now a commonly available means of connecting industrial electronic devices.

0 developed with industrial applications in mind

0 Enables communication between many (approximately 240) devices connected to the
same network, for example a system that measures temperature and humidity and
communicates the results to a computer.

0 Often used to connect a supervisory computer with a remote terminal unit (RTU)
in supervisory control and data acquisition (SCADA) systems

\

X/
L X4

X/
L X4

X/
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Stuxnet

The first known custom-made virus designed to specifically
infiltrate SCADA

A sophisticated computer attack discovered in July 2010 that
targeted control systems used to operate industrial
processes in the energy, nuclear and other critical sectors. It
was designed to attack Siemens Step7 software running on a
Windows operating system exploiting a combination of
vulnerabilities to gain access to its target and modify code to
change the process.

Stuxnet primarily targeted Siemens SCADA systems used in
the Iranian uranium enrichment program

\
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Stuxnet Worm: Art of Cyber Warfare

Siemens SCADA
Password

s HOW STUXNET WORKED m—"]

=\

1. infection

-—b—b—b

UPDATE FROM SOURCE

Stuxnet enters a system viaa USB stick and
proceeds to infect all machines running
Microsoft Windows. By brandishing a digital
certificate that seems to show that it comes
from a reliable company, the worm is able to
evade automated-detection systems.

2, search
Stuxnet then checks whether a given
machine is part of the targeted indus-

trial control system made by Siemens.

Such systems are deployed in Iran to
run high-speed centrifuges that help
to enrich nuclear fuel.

3. update

Ifthe system isn't a target,
Stuxnet does nothing; if it is,
the worm attempts to
access the Internet and
download a more recent
version of itself.

—
=10

oaal
— 3
=] B

4. compromise
The worm then compromises the
target system's logic controllers,

iting “zero day” ilitie
software weaknesses that haven't
been identified by security experts.

5. control

In the beginning, Stuxnet spies on the

operations of the targeted system. Then it

uses the information it has gathered to
take control of the centrifuges, making
them spin themselves to failure.

6. deceive and destroy
Meanwhile, it provides false feed-
back to outside controllers, ensur-
ing that they won't know what's
going wrong until it's too late to do
anything about it.
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Motivations Behind Attacks

1% February 2013
W Hacktivism
Cyber Crime
m Cyber Espionage
B Cyber War
mArt?

20
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Types of Attackers

% Level 1: Script Kiddies
O Essentially bored teenagers
+* Level 2: The Hacking Group

O Best described as a loose collection of script kiddies
++ Level 3: Hacktivists

+* Level 4: Black Hat Professionals

0 Their expert coding skills and determined attitude means they are
often successful at attaining their target

X/

%+ Level 5: Organized Criminal Gangs

X/

% Level 6: Nation States

A Trinity

¥ Beyo

Goals of an Attack

+» Competition (or Cloning)
0 Specific theft to gain marketplace advantage
Theft-of-Service

0 Obtaining a service for free that normally costs
money

+ User Authentication (or Spoofing)
0 Forging a user's identity to gain system access
%* Privilege Escalation (or Feature Unlocking)

0 Gaining increased command of a system or
unlocking hidden/undocumented features

)
0’0

21
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Attack Vectors

% Interception (or Eavesdropping)

0 Gain access to protected information without opening
the product

% Interruption (or Fault Generation)

0 Preventing the product from functioning normally

+* Modification

0 Tampering with the product, typically invasive

s Fabrication

0 Creating counterfeit assets of a product

\

AT
Sof

rinity

Attacking External Interfaces

%* Usually a product's lifeline to the outside world

0 Manufacturing tests, field programming/upgrading,
peripheral connections

0 Ex.:JTAG, RS232, USB, Firewire, Ethernet

** Wireless interfaces also at risk

O Ex.: 802.11b, Bluetooth

+* Any interface that connects to a third-party may

contain information that is useful for an attack
0 Could possibly obtain data, secrets, etc.

—
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External Interfaces: Backdoors

¢ Architecture-specific debug and test
interfaces

O Usually undocumented
¢ Diagnostic serial ports

O Provides information about system, could also be
used for administration

+» Developer's backdoors

0 Commonly seen on networking equipment,
telephone switches

\ | ,

2 Trinity

Electrical Attacks

R/
0‘0

Surface Mount Devices

R/
0‘0

Probing Boards

R/
0‘0

Memory and Programmable Logic

X3

%

Chip Delidding and Die Analysis

R/
0‘0

Emissions and Side-Channel Attacks

X3

*%

Clock and Timing

\ | ,




T"YUn/X VIR

24

A Trinity

Memory and Programmable Logic

K/

** Most memory is notoriously insecure
O Not designed with security in mind
O Serial EEPROMs can be read in-circuit, usually SPI or I12C
bus (serial clock and data)
+» Difficult to securely and totally erase data from
RAM and non-volatile memory

O Remnants may exist and be retrievable from devices long
after power is removed

0 Could be useful to obtain program code, temporary data,
crypto keys, etc.

L)

\_, R p

A Trinity

Memory and Programmable Logic 2

+* SRAM-based FPGAs most vulnerable
0 Must load configuration from external memory
O Bit stream can be monitored to retrieve entire
configuration
+»* To determine PLD functionality
O Try an I/O scan attack

0 Cycle through all possible combinations of inputs
to determine outputs

\_, R p




T"YUn/X VIR

25

A Trinity

Memory and Programmable Logic 3

¢ Security fuses and boot-block protection

O Enabled for "write-once" access to a memory
area or to prevent full read back

O Usually implemented in any decent design
0 Might be bypassed with die analysis attacks (FIB)

or electrical faults

\,

—

—

A Trinity

(TEMPEST)

—Q.nt

—

Emissions and Side-Channel Attacks

++ All devices leak information
0 EMI (electromagnetic interference) from circuits

0 Power supply fluctuations
0 Visible radiation from LEDs and monitors

¢ Can be monitored and used by attacker to
determine secret information

¢ Devices may also be susceptible to RF or ESD
O Intentionally injected to cause failure

R
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Emissions Attacks: Power Supply

+»» Simple Power Analysis (SPA)

O Attacker directly observes power consumption

O Varies based on microprocessor operation

O Easy to identify intensive functions (cryptographic)
+»+ Differential Power Analysis (DPA)

0 Advanced mathematical methods to determine
secret information on a device

—~——

— =

A Trinity

Clock and Timing

¢ Attacks rely on changing or measuring timing
characteristics of the system
s Active (Invasive) timing attacks

O Vary clock (speed up or slow down) to induce
failure or unintended operation

¢ Passive timing attacks

0 Non-invasive measurements of computation time

O Different tasks take different amounts of time

= e
\_, o o
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Extracting 4096-Bit RSA Key via Sound

2013 - Adi Shamir, Daniel Genkin, Eran Tromer
From standard laptops

/7
0’0

53

%

53

%

Using standard equipment

/7
0’0

Similar low-bandwidth attack by measuring the
electric potential of a computer chassis.

0 Attacker need merely touch the target computer with his
bare hand

0 Or get the required leakage information from the ground
wires at the remote end of VGA, USB or Ethernet cables

NnITTINNA "OO7T

27
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Security Through Obscurity

Does not work

¢ Provides a false sense of security to
designers/users

¢ Might temporarily discourage an attacker, but
it only takes one to discover it

\ | ,

2 Trinity

General Security Concepts

s Nothing is ever 100% secure

O Given enough time, resources, and motivation, an
attacker can break any system

¢ Secure your product against a specific threat
0 What needs to be protected
0 Why it is being protected
0 Who you are protecting against (define the enemy)

—~—

B

. .
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Security During Product Development

*

+** Establish a security policy
O As the "foundation" for design

% Treat security as an integral part of your
product's development

s Minimize the elements you need to secure

¢ Reduce risk to an acceptable level
O Elimination of all risk is not cost-effective

2 Trinity
Security During Development 2

* Implement layered security

+» Do not implement unnecessary security
mechanisms
0 Each mechanism should support a defined goal

¢ Costs of a successful attack should outweigh
potential rewards
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Multiple Layers
of Security
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Embedded Protection Recommendation

>

D)

* Anti-tamper
0 Inorder to trust any application-specific security mechanism, the application logic itself
must first be secured
¢ Inter-component Authentication

0 The interface between vulnerable components is a common area of attack. Components
within an application can verify trust in each other

+* Trusted Data

0 Structured application data is often the final goal of the attacker. Encode sensitive data,
hardening it against illicit access or modification

L)

>

D)

% ... (more)

A Trinity

- Seftware ¥ Beyord

Recommendations Il

¢ Secure Application Architecture

0 Designing application security architectures and deploying associated solutions

+* Hardware Authentication

0 Where possible

31
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